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Slovakia and Zilina Region
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Zilina is a regional city and has near 85 thousands inhabitants.
: ' o |
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University of Zilina o

e Technical university
e Established in 1953

 About 9000 students and 1500
employees

* More than 70,000 graduates

* Main area of research —
transportation

e 7 faculties:

* Faculty of Management Science
and Informatics

oy
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Faculty of Management

Science and Informatics

e Study programs:

* informatics, computer engineering,
management

e Established in 1990
e About 1500 students and 140 employees
 More than 3500 graduates

* Main area of research — optimization of
(transport) networks, decision support
systems, biomedicine

e 7 departments:

* Department of Informatics - around 15
academics and research fellows who form
research community in Computer Science.
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Our Team

Data Mining Reliability Engineering

o Decision Making Support Systems o Reliability Analysis

o Importance Measures

Appli_cz_ation in o Sensitivity and Testability
medicine

* decision systems

o Fuzzy Decision Trees

o Clustering and Classification

our Projects: N~ —

FP7-ICT-2013-10. Regional Anesthesia Simulator & Assistant (RASimAs), Reg. n0.610425, 2013-2016

Support Systems for Medical Decision Making, Grant of Research & Development Agency (APVV), Reg. no. SK-PL-0023-
12, Slovakia-Poland, 2013-2014

Workshop on Biomedical Technologies, Grant of Visehrad Fund V4, 2014

Intelligent Assistance Systems: Multisensor Processing and Reliability Analysis, NATO Collaborative Linkage Grant, Reg..
no. CBP.EAP.CLG 984, 2011-2012

TEMPUS. Advanced Training and Life Long Learning Program in Applied Health Sciences, Reg. No. 543889-TEMPUS-1-
2013-1-SE, 2013-2016

TEMPUS. Green Computing and Communications (GreenCo), Reg.N0.530270-TEMPUS-1-2012-1-UK, 2012-2015

etc.

May 2017 INNOSOC VALENCIA 2017 WORKSHOP 6/95



 InnoSoc

Our Cooperation

= |nstitute of Biomedical Informatics,
University of Information Technology
and Management in Rzeszow, Poland
(Dr. Krzysztof Pancerz)

= VSB - Technical university of Ostrava,
Czech Republic (Prof. Radim Bris, CSc.)

= University Medical Centre Utrecht Image
Sciences Institute, The Netherlands
(Prof. Max A. Viergever)

= Aachen University of Technology,
Department of Medical Informatics,
Germany (Prof. Thomas M. Deserno )

=United Institute of Informatics Problems, Belarus (Prof. Alexander Tuzikov)

= Siberian State Medical University, Russia (Prof. Sergey Karas)

= Bay Zoltan Nonprofit Ltd., Hungary, (Dr. Balint Uzsoki )

= University of loannina, Greece (Dr. losif Androulidakis)

= Universita Campus Bio-Medico di Roma, /taly (Prof. Paolo Soda)
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Safety of Healthcare

OOOOOOOOOOOOOOOOOOOOOOOOOOO
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Reliability Analysis

Reliability indices

and measures
Mathematical model *  System availability

. MTTF, MTBF...

. Reliability function
Importance measures
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Safety of Healthcare

* Medical error is one of the leading causes of death in the US.

Heart disease 614348

Cancer 591699

Medical error (estimated) 251454

Chronic lower respiratory diseases 147101
Accidents 136053

Strokes 133103

About 8 — 12% of patients admitted to hospital suffer from
adverse events whilst receiving healthcare in the EU.

M. A. Makary and M. Daniel, “Medical error—the third leading cause of death in the US,” BMJ, vol. 353, p. i2139, May 2016
https://ec.europa.eu/health/patient_safety/policy_en
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Safe vs Unsafe

—— ;&
. . m
Medical risk (total) ) :5-‘;,'
/ .o
- Chartered 2 2.
Himalaya flight Commercial =R
mountaineering large-jet aviation S
Q.
Microlight aircraft Road safety Railways
or helicopters .
Chemical industry (total) Nuclear industry
>
102 1073 104 103 106
Risk Ultrasafe

Very unsafe

R. Amalberti, Y. Auroy, D. Berwick, and P. Barach, “Five system barriers to achieving ultrasafe health care,” Annals of
Internal Medicine, vol. 142, no. 9, p. 756, May 2005
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Healthcare System

* Composed of many
hete rogeneous HAR DWAR;;_- . 2 = SOFTWARE
Components' 1 TECHNICAL COMPONENT

* Problems of data e
collecting: T

* heterogeneous
* uncertain (expert

HUMAN ORGANIZATION

evaluati On) COMPONENT ("  COMPONENT
’ iﬂCOI_T]_p lete Iy L _ORGAMZA TION
specified ~ -

E. Zaitseva, “Reliability analysis methods for healthcare system,” in Human System Interactions (HSI), 2010 3rd Conference
on, 2010, pp. 211-216.
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Reliability of Healthcare System

* Mainly qualitative approaches — focus on
identification of steps that result in medical error.

* We try to develop a method for quantitative
analysis. The method is a combmatlon of tools of:

/

* reliability analysis,
* logic algebra,
e data mining.
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Reliability of Healthcare System

Collection of data.

Result of measurement, expert evaluation or monitoring

FDT induction

Components and their possible values

System state

X1 X2 K .
IBEARE s> il T T Selection of all
01105 (040604 . The representation of the result in FDT form OSSible cases

0.2(0.1(0.7|0.1 0.9

0.9(0.1(0.0]0.20.8

0.3/03(04]0.0/|1.0

-v-

The construction of the structure function @(x)

1
- ‘ X1 X> Xu {E»‘(X)
E 0 0 0 0
0 0 1 0
0 0 2 1
2 1 2

* V. Levashenko, E. Zaitseva, M. Kvassay, and T. M. Deserno, “Reliability estimation of healthcare systems using Fuzzy Decision
Trees,” in 2016 Federated Conference on Computer Science and Information Systems (FedCSIS), 2016, pp. 331-340.
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Reliability Analysis

OOOOOOOOOOOOOOOOOOOOOOOOOOO
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Reliability Analysis

(Why systems fail?

* How to develop reliable systems?

* How to measure and test reliability in
design, operation and management?

* How to maintain systems reliable, by
\maintenance, fault diagnosis and prognosis?

U

~
* How to model the system?

* How to quantify system reliability?

¢ How to represent, model and quantify )

E. Zio, “Reliability engineering: Old problems and new challenges,” Reliability Engineering & System Safety, vol. 94, no. 2, pp.
125-141, Feb. 2009.
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Reliability — Basic Concepts

ﬂ)ependability Security \

Maintainability Safety

/ Maintenance
|~ Availability ,_/L\]

d

\ """""""""""""""""""""""""""""""""""""" \ iy

* Reliability — the probability that the system operates without
failure in the interval <0, t>, given that it worked at time O.

May 2017 INNOSOC VALENCIA 2017 WORKSHOP 17/95
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Reliability — Basic Concepts

ﬂ)ependability Security \

Maintainability Safety
/ Maintenance
4 /Avanablllty A

PNy,

\ Rellablllty/

* Maintainability — the probability that the system will be repaired at
time t, given that it failed at time O.

* Maintenance — all actions that allows repairing system (corrective) or
preventing its failure (preventive).

v
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Reliability — Basic Concepts

ﬂ)ependability Security \

Maintainability

\%

ReIiabiIity/

* Availability — the probability that the system is functioning at
time t.
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System state
A

21
1

0

System

 InnoSoc

complicated, therefore:

»
)
Availability — complex characteristic,
whose computation can be quite Reliability | Maintainability | Availability
* average intelrvaltavailability: If Constant | Increase ' Increase t
Aavg(t) — ?f A(T) dr; t>0 If Constant
0 L
* average (steady-state) availability: Increase t If Constant Increase ‘..

Relationship between Reliabllity,
Maintainability and Availability

Aavg = lim Aqyg(t) = lim A(t) = A - If Constant -

M. Rausand and A. Hgyland, System Reliability Theory, 2nd ed. Hoboken, NJ: John Wiley & Sons, Inc., 2004.

May 2017 INNOSOC VALENCIA 2017 WORKSHOP
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Reliability — Basic Concepts

ﬂ)ependability Security \

Maintainability Safety

/ Maintenance

Availability

N

d

N Dy

e Safety — the probability that the system will either perform its
function correctly or will discontinue its operation in a safe way.
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Reliability — Basic Concepts

ﬂ)ependability Security \

Maintainability

\%

N SN o

* Security — the probability that the system is able to resist internal
or external threats.
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 InnoSoc

Reliability — Basic Concepts

ﬂ)ependability Security \

Maintainability Safety

/ Maintenance
| Availability ,_/L\]

d

N \ o

* Dependability — the ability of the system to deliver its intended
level of service to its users.
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 InnoSoc
Cause and Effect Relationship

* Error — a deviation from correctness or accuracy.

 Defect — the departure of a quality characteristic from its specified value that
results in a product not satistying its normal usage requirements.

* Fault — a physical defect, imperfection or flaw that occurs in hardware or
software.

* Failure —a non-performance of some action that is due or expected.

Error - Mistake .
- Defect. 1t can be deactivated but
it been Fault. The defect is active

Failure

A. Birolini, Reliability Engineering, 5th ed. Springer, 2007.
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 InnoSoc
Reliability as Complex Problem

Dependability

Availability @ O
S

Reliability v 8*
Tl

. . .- cC 0

Maintainability =
o 2

Safety = =
@

Security

The main goal of reliability analysis is to increase the
dependability/reliability of a system.

A. Birolini, Reliability Engineering, 5th ed. Springer, 2007.
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Different Views on Reliability

o ComponentS Environment
Create SySte m . Work safety

* System is
served by
personnel.

e System and
personnel

interact with ' porstor * - %
environment. {:}
Component reliability

May 2017 INNOSOC VALENCIA 2017 WORKSHOP 26/95
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Two Approaches

* Qualitative — aims to identify, classify and rank the
failure modes, or event combinations that would
lead to system failures

* Quantitative — aims to evaluate in terms of
probabilities the attributes of dependability
(reliability, availability, safety)
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Methods of Qualitative Analysis

* Checklist

* Preliminary hazard analysis

 Failure Mode and Effect Analysis (FMEA)
* Fault trees

May 2017 INNOSOC VALENCIA 2017 WORKSHOP 28/95
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Preliminary Hazard Analysis

* Hazard — a situation with thefpotential
for injury or fatality whereas failure is
the actual event, be it hazardous or
otherwise. The term major hazard is
different only in degree and refers to
certain large-scale potential incidents.

* Preliminary hazard analysis is a semi-
guantitative analysis that is performed
to:

1. identify all potential hazards and
accidental events that may lead to an

accident;

2. rank the identified accidental events
according to their severity;

3. identify required hazard controls and

follow-up actions.

* The risk is established as a
combination of a given
event/consequence and a severity
of the same event/consequence.
This will enable a ranking of the
events/consequences in a risk
matrix:

Frequency/ 1 2 3 4 5
consequence Very unlikely Remote Occasional Probable Frequent

Catastrophic

Critical

Major

Minor

|:| Acceptable - only ALARP actions considgred
|:| Acceptable - use ALARP principle and consider further investigations

|:| Not acceptable - risk reducing measures required

. E. Zio, An Introduction to the Basic of Reliability and Risk Analysis. London, UK: World Scientific, 2007.
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Failure Mode and Effect Analysrsno o

(FMEA)

* FMEA is a systematic procedure for identifying the modes of
failures and for evaluating their consequences. It is a tabular
procedure which considers hazards in terms of single-event
chains and their consequences.

* It is a qualitative method, of inductive nature, which aims at
identif in%those failure modes of the components which
could disable system operation or become initiators of
accidents with significant external consequences.

* The basic questions which must be answered by the analyst
are:

* How can each component or subsystem fail? (What is the failure
mode?)

* What cause might produce this failure? (What is the failure
mechanism?)

 What are the effects of each failure if it does occur?

E. Zio, An Introduction to the Basic of Reliability and Risk Analysis. London, UK: World Scientific, 2007.
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Failure Mode and Effect Analysis

* Once the FMEA is completed, it assists the analyst in:
* selecting, during initial stages, various design alternatives with high
reliability and high safety potential;

* ensuring that all possible failure modes, and their effects on
operational success of the system, have been taken into account;

 identifying potential failures and the magnitude of their effects on
the system;
* developing testing and checkout methods.

——

|SYSTEM

OPERATION

MODE

‘(.’omponcm Fallure Effects on | Effects on Effects on Probability | Criticality Detection Protections |Remarks
mode other subsystem plant methods and

- . componaents | = . _ | mitigation o

Descnption | Failure Effects of Effects on the |Effects on the | Probability of | Criticality Mcthods of | Protections | Remarks and
modcs failure mode | functionality | functicnality | failure | rank of the detection of  |and suggestions
relevant for |on adjacent of the and occurrence failure mode | the occurrence | measures to | on the need
the components | subsystem | availability of | (usually on the basis of | of the failure | avoid the to consider

{ operational |and the eniire qualitative) | its cffects and | event failure the tailure
mode | surrounding plant probability occurrence | mode as

‘ indicated | environment (qualstative accident

estimation of initiator
' nisk) {

. E. Zio, An Introduction to the Basic of Reliability and Risk Analysis. London, UK: World Scientific, 2007.
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. E. Zio, An Introduction to the Basic of Reliability and Risk Analysis. London, UK: World Scientific, 2007.

water

Check
valve

-ailure Mode and Effect Ana
Domestic Hot Water System

Hot water faucel
{normally closed)

» InnoSoc
VSIS —

Tl preser fevel

chiver "o,

Campsars Fallure mode Effevts un whole Critically closy Failure frequency | Detectivn mathods | Compensaiing
spwiem provivien and remarks
Prespre relief valve | Joommed open Tncreasing aperation | Sefe Recronmbiy Cheerve ab Shear off warer supply,
¥ af femperainre probable pressure relie’ reseal or replace reliel
seniing confroller; wale walvir
Lirs flow e 1o for
warer lags
Lanprmed close Rupruve af convamer | Critleal Profabie Adresraal Sesfing If combimed with otfer
ar pipes coprparent failfunes,
cberntse this failure
s o consegwence
Cras valve e apen Burster contimies o | Critical FRecranabily Blaver at fanced Cloen fof waler fcel
Hx eperale, pressure | prodadie fon ot pressure | fo relieve pressire,
rediel valve mpers religf vatve apen | Sl o gag suppdy,
fehservanan) Presewre relief valve
- compenranes. JET.
Jammed close Buraer coqses 1o Sl Remoe (Mgerve af wulpur
perate {Iarer
Temperanmee v
- Sowd
Temiperatire Fanl to react to Conrralier. gas valve, | Critical Rewidie Chhierve af awlpul | Presoure relief valve
measuring and PPHEERNNTE RS Iitrar camfimus to (e compensaled. Cpen
Compariig device whove preset fevel | fanction o' Dot warer favices o
{Taetth) Pressure rellaf valve Felieve PrESRe
oy Shut off gos supply
TEX
Fuil 1o react o Canrolier, gos vidve, | Safe Remare Chbserve af amtpus
femperaiure daop Bimier comitae fo Caneed)

1E: initiating Event
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Fault Trees

* Fault trees represent hierarchical
approach.

* They are useful for both qualitative
and quantitative analyses because
they:

» force the analyst to actively seek out

failure events (success events) in a
deductive manner;

e provide a visual display of how the
system can fail, and thus aid

understanding of the system by persons

other than the designer;

. Pqint out critical aspects of systems
ailure (system success);

* provide a systematic basis for
guantitative analysis of reliability.

* The analysis based on fault trees is

performed by identification so-called

minimal cut sets.

 InnoSoc

Patient given wrong
medication or
incorrect amount
(p=0.1932)

Nursing error (p = 0.0589)

Poor work
environment
(p=0.02)

1

I
Doctor error (p=0.1427)

. B. S. Dhillon, Human Reliability and Error in Medicine. Singapore, SG: World Scientific, 2003.
. E. Zio, An Introduction to the Basic of Reliability and Risk Analysis. London, UK: World Scientific, 2007.

May 2017 INNOSOC VALENCIA 2017 WORKSHOP
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Quantitative Analysis

* Principal steps for reliability
estimation of complex systems:

1. definition of number of ===z Generic data
performance levels for the system guucan N
model; imitaions | |, ncenamy

Our system

| Rest of the world

2. mathematical representation of Model of system |« > tortho aaiysis
the system model;
3. quantification of the system \ /
model (calculation of indices and
measures, for example |
importance measures); Other inputs Resuls Other inputs
to decisions input to decisions to decisions

4. measuring behavior of the
system. \ Y ‘/

Decisions

May 2017 INNOSOC VALENCIA 2017 WORKSHOP 34/95



 InnoSoc

Number of Performance Levels

System state A

Perfectly functioning

Functioning

Completely failed

May 2017

— _ . Binary-state system
~~~.§~‘~ E
—— —— Multi-state system
Real (continuous) system “#~+.i_
- - Sua
Time

m\
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Binary- and Multi-State Systems

Line 1
Line 2
Component state Component 1
4 Z24h
Component state Component 1 i i
A
Z\(1)
1 0 >
t
0 >
¢ Component state Component 2
Zony
Component state Component 2 ) 2 ()
A
Z\(1)
1 0 >
t
0 5
t System state System
Z™i
System state System " (0 L
4 P
. P
1 1- — e —
0 > 0 >

May 2017
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Number of Performance Levels

Properties BSS MSS
Exactness — +
Computational complexity + -
Elaboration + _

Principal problems for MSS application:
« High Dimension of the MSS : H m,

=1
 Elaboration of new algorithms, methods and indices.
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Mathematical Representation

Markov &
semi-Markov
model

Universal
generating
function

Monte-Carlo
simulation
model

Structure
function

v

Structure function based methods for reliability analysis:
* Fault Trees analysis

* Reliability Block Diagram analysis
 Minimal Cut/Path set based methods

May 2017
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Estimation of Common Measures

Non-repairable systems Repairable systems

Reliability Availability
number of faults which is detected At) = number of working items
R(t)=1- : -
total number of items number of items
Failure rate Repair rate
() = number of failed items (t) = number of restored items
number of working itemsin timet, A = number of failureitems in timet,
Mean time to failure Mean time to repair Mean time between failures
N 1 N
MTTF =%-Zti MTTR =3 MTBF = MTTF + MTTR
i=1 i=1
MTEF — time of 1st failure time of 2nd failure
— MTBF
| | |~ - [
| | | 1 :
. L P N _ et time
MTTF MTTR MTTF MTTR

* M. Rausand and A. Hgyland, System Reliability Theory, 2nd ed. Hoboken, NJ: John Wiley & Sons, Inc., 2004.
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Example

Time L(t) Rt) F(t) A(t)
of 1023102 100000 0.00000  0.0225¢
1 1000000 0.97742] 0.02258] 0.00577
2 994230 0.97178] 0.02822  0.00414
3 990114 0.96776] 0.03224  0.00338
J 986767 096449 0.03551  0.00299
5 983817 0.96160] 0.03840]  0.01221
100 971804 094986 0.05014  0.00981
15 962270 0.94054] 0.05946]  0.01121 Measures for item in time t = 75:
20 951483 0930000 0.07000 0.01291
25 939197 0.91799] 0.08201]  0.01553 e R(t)=0.3088
30 924609 090373 009627 0.01953
35 906 554 0.88608] 0.11392]  0.02560 e F(t)=0.6912
ad  883342] 086340 o0.13660] 0.03485 o A(t)= 0.4248
45 852554 0.83330] 0.16670]  0.04886
s 810900 079259 0.20741]  0.06993 Mean time to failure:
55 754191 0.73716] 0.26284]  0.10133
60 677771 0662470 033753 0.14738  MTTF=62.7373
65 577882 056483 043517  0.21342
700 454548 0.44428] 0.55572]  0.30484
75 315982] 030885 069115  0.42476
80 181765 0.17766] 0.82234]  0.56966
85, 78221 0.07645] 092355  0.72415
9 21577 002109 097891  0.86045
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Boolean Functions and
Binary-State Systems

0000000000000000000000000000000000
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Binary-State System

* n —number of system components

e fori=1,2,..., n:
* x;— state of component i

 0-component is failed
e 1—-component is functioning

* p;,— probability that the i-th component is working
* g,— probability of failure of the i-th component

M. Rausand and A. Hgyland, System Reliability Theory, 2nd ed. Hoboken, NJ: John Wiley & Sons, Inc., 2004.
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Structure Function

e Structure function defines system topology:

#x1, X2, ..., Xn) = ¢(x): {0, 1} — {0, 1}

Structure function Boolean function
e state of the system at a e function value
fixed time
e state of component i at e value of the i-th variable
the fixed time of the function

4

Tools of Boolean algebra can be used in
reliability analysis of binary-state systems.
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Positive and Negative Logic

* Positive logic
* Question:
 Methods:
 Variable:

* Parameters:

* Negative logic
* Question:
* Methods:
e Variable:
* Parameters:

May 2017

When is system functioning?

Reliability block diagram, Minimal path sets
=

Survival probabilities, Availability

When does system fail?
Fault tree, Minimal cut sets

Failure probabilities, Unavailability

INNOSOC VALENCIA 2017 WORKSHOP 44/95
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Representation of Structure

-unction -
1o

Analytical Truth Table  Binary Decision Diagram
Description @
(formula) X | ) : !
00 0
P(x) = OR(x,, x,) 01 1
10 1 0 4\\\\\
11 1

What are pros and cons of these approaches?
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Structure Function — AnalytlcafrIno o

Description

* Logical representation:
#(x) = OR(x,, x,)

e Arithmetical representation:

AX) = X, +X,— X, X,

* Logical-probabilistic representation:
Alp) = p,+p,— pp,

May 2017 INNOSOC VALENCIA 2017 WORKSHOP 46/95



Structure Function — Analytlca

Description

* Transform the following logical functions into

arithmetical functions:

* filx) =

* f,(x)

May 2017

NOT(x, )

= AND(x,, x,)
* f3(x) =
* falx) =
* fs(x) =

OR(x,, Xx,, X;)
OR(Xl, AN D(er X3))
NOT(XOR(x,, AND(x,, x)))

INNOSOC VALENCIA 2017 WORKSHOP

rnnoSoc
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Structure Function — Binary

Decision Diagram

Truth Table Binary Decision Diagram

P |~ |~ |, |lo|lo |lo|o
P | |O|lO | |+ | O|O
», |O |+ | O |+ |O |+~ | O
= (= |» |O |0 |O |0 |O
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Structure Function — Computations

based on Binary Decision Diagram

System works System fails

0
A = p,(q2p03 + p2) U=q1+p19:293

* Try to express the following function in the form of BDD:
* f(x) = OR(AND(x,,x;), AND(x,,x,))
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Structure Function — Problems o

Binary Decision Diagrams

Good

Wikipedia: Binary Decision Diagram (https://en.wikipedia.org/wiki/Binary_decision_diagram)
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Reliability Block Diagrams and

Typical Structures

Bridge

Paralle Series
X1 Xy Px) X1 X5 Ax)
00 0 00 0
01 1 01 0
10 1 10 0
11 1 11 1

May 2017

How is the
structure function
defined?

INNOSOC VALENCIA 2017 WORKSHOP

k-out-of-n

X1 Xy X3 | 9Ax)

0

b O O = O
o »r O O +» O
= = O O O O

0
0
0
1
1
1
1

11 1

How does RBD
look like?
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Reliability Block Diagrams

.
I

A

PHx) =7
A(p) =7?

OOOOOOOOOOOOOOOOOOOOOOOOOOO

 InnoSoc
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 InnoSoc

Fault Trees (again)

Patient given wrong
medication or
incorrect amount
(p=0.1932)

Con |
[ a 1 OR(OR(a,b,c), OR(d,e,f)

|
Nursing error (p = 0.0589) Daoctor error (p=0.1427)

* How do we obtain availability
and unavailability?

e Can we transform the fault
tree into reliability block
diagram?

Incorrect
interpretation
of doctor’s

*  B.S. Dhillon, Human Reliability and Error in Medicine. Singapore, SG: World Scientific, 2003.
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Reliability Block Diagram anc?F hiae

Tree

* Negative logic

e Question: When does system fail?
F@ Us Kov{ Xon K]
X1 X3 X3
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Minimal Cut Set

Reliability block diagram:

* A minimal set of components whose failure results in system
failure.

Fault tree:

* A minimal set of events whose occurrence causes occurrence of the
top event.

|dentification of the minimal cut sets is equivalent to finding
all the prime implicates of the structure function.

The dual concept is known as Minimal Path Set. The
minimal path sets of the system agree with the prime
implicants of the function.

M. Rausand and A. Hgyland, System Reliability Theory, 2nd ed. Hoboken, NJ: John Wiley & Sons, Inc., 2004.
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Minimal Cut Sets

X2 X, X, X3 | Hx) RBD Cut Minimal
X4 — cut
X3 0O 0 0|0 n[g} {c,c,c5} no
Xy X3 X3 | PHX) O 0 110 nﬂ {c,c,} no
O 0 0|0 1
0o 0 110 0O 1 0 |0 n @ no
0O 1 0]0
01 1|0 c es
0 1 1|0 me | y
1 0 00 1 0 0|0 [g} {c5¢5) yes
1 0 1|1
1 1 0|1
1 1 1|1
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Importance Analysis

Qualitative

Component
criticality

Minimal cut/
path sets

KNy

Component state

? Component n
0.5 0.5
0 0.4 0.6
2 0.1 0.9

Quantitative

Structural importance

Birnbaum’s importance
Criticality importance

Fussell-Vesely’s importance

W. Kuo and X. Zhu, Importance Measures in Reliability, Risk, and Optimization: Principles and Applications. Chichester, UK:

Wiley, 2012.

May 2017
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Coherent Systems

* Coherent system:
 the structure function is non-decreasing in all its

arguments
Series-parallel systems k-out-of-n systems
x e |
2 Pipeline 3
1 X — —e \\\ \\\ \\\ Pipeline 4
3 WL

0il
station 1

Oil
station 3

Oil
staﬁ 2

E. Zaitseva, M. Kvassay, V. Levashenko, and J. Kostolny, “Importance analysis of k-out-of-n multi-state systems based on
direct partial logic derivatives,” in ICTERI 2016, 2016, pp. 441-457.
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Noncoherent Systems

* Noncoherent system:

* The strueture-function is non-decreasinginmallits
_arguments

k-to-l-out-of-n systems

Suppliers h
/

DDDDé

Customers

Y

——

Logic circuits

Vs i F)

Fyy)

* M. Kvassay, E. Zaitseva, V. Levashenko, and J. Kostolny, “Reliability analysis of multiple-outputs logic circuits based on
structure function approach,” IEEE Transactions on Computer-Aided Design of Integrated Circuits and Systems, vol. 36, no.

3, pp. 1-1, Mar. 2016..

May 2017
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dentification of Critical States He=oe

_ogical Differential Calculus

* Classic partial derivative (real field):
— (x;) = lim ~
axl- Xi—=Xi Xi — Xj

* Boolean partial derivative (GF(2) field):

0
a_»]; () = £ DBf (xo ) = (L, DBF (01, )

* Let us prove it.
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Logical Differential Calculus

e Some formulae:

dx; 0x;
dc _ 0
axl
0(fDdg) f
3(FAG) 0x; 3 axl 0
f 9 _, f@fa & of dg
xX; 0x; 0x;
a(f\/g)_ O_f 799 of dg
ox; 6 0 6xl(')xl

* S.N.Yanushkevich, D. M. Miller, V. P. Shmerko, and R. S. Stankovic, Decision Diagram Techniques for Micro- and Nanoelectronic

Design Handbook, vol. 2. Boca Raton, FL: CRC Press, 2005.
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Boolean Derivatives

 Partial logic derivative:

af(x) . — _
f)®f () = fx)f () vV fFx)f ()

axl- B

* Direct partial logic derivative:
af(1—-0) 0df(0—-1)

dx;(1 - 0) 9x;(0 - 1)

= fx)f (%)

* Inverse partial logic derivative:

of(1-0) of(0-1) ——
0x;(0-1) 0dx;(1-0) O f ()

S. N. Yanushkevich, D. M. Miller, V. P. Shmerko, and R. S. Stankovic, Decision Diagram Techniques for Micro- and Nanoelectronic
Design Handbook, vol. 2. Boca Raton, FL: CRC Press, 2005.
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Direct Partial Boolean Derivatives

fx) 9f(1 - 0)/9x,(1 - 0)
£(0,0,0) = 0—
£(0,01) =0—Q
£(0,1,0) = 0 —
011 =1—Q
f(1,0,0) =1 ) 1
f(1,01)=0 \‘Q 0
f(1,1,0) =1 ‘@ 1
fa1,1) =1 D 0
f(x) df(0 > 1)/0x,(1 - 0)
£(0,0,0) = 0 -
£(0,01) =0—Q
£(0,1,0) = 0
f011) =1—Q
f(1,0,0) =1 ) 0
f(1,01)=0 \‘Q 0
£(1,1,00 =1 ‘@ 0
fa1,1) =1 D 0

May 2017

f(x) 0f(0—>1)/0x,(0 - 1)
£(0,0,0) =0~ (» 1
£(0,0,1) = 0> ,@ 0
f(O,l,O) =0— I’Q 1
f(0,1,1) =13 () 0
£(1,00) = 1
F(1,0,1) =0
F(1,1,0) = 1
F1L,1,1) =1

f(x) 0f(1 - 0)/0x,(0 > 1)
f(0,0,0) =0—- (») 0
£(0,0,1) = 00— ,@ 0
f£(0,1,0) = 0> (») 0
£011) = 1AL 40—
£(1,0,0) = 1
£(1,0,1) = 0
£(1,1,0) = 1
F(1L,1,1) =1
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_ogical Differential Calculus in neses

Reliability Analysis

00G =) _ {1 if §(s;,x) = jand ¢(5;,x) =T

0x;(s = 5) 0 otherwise
Coherent systems Noncoherent systems
d¢p(1-0) 9¢(0-1) d¢p(1-0) 9¢p(0-1) dp(1-0) 0¢(0-1)
0x;(1-0)" 9x;(0-1) 0x;(1-0)" 9x;(0-1)" dx;(0-1)" dx;(1-0)
Component state Component state
X, X
A Z(1) Component { A Z(1) Component i
1 ] : ] 1 ) :
Component 3 Component  : Component :  Component : _ Component Component
H fail H ai fail H failu H ai failu
G \ anlure repair \ alure > G H \ alure B \ repair \ allure »
Z1) 120\ 24Z1)0—1)  \ 3p(Z().1—0) t 0p(Z(1),1>0)  \ 04(Z(1).1-0)  \  84(Z(1),0—1) t
System state ox(1—0) ~ ox(0—1) ax(1—0) System state ox(1—0) ~ ox(0—1) ox(1—0) ~
P(x) $(x)
A 1) System A (1) System
1 I 1 —
System System System : System: & & System
failure H repair H failure : H failure: & & repair
0 } t t > 0 } — —— >
7 f t, f f t, 4 t, ot 1, t
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Coherent systems

d(x) = x1(x,Vx3)

Ip(1->0) dp(0->1)
0x3(1->0) 0dx3(0—>1) 1%z

dp(1->0) 0d¢p(0->1)
0x3(0 > 1) 0x3(1->0)

Critical

Critical path ] Critical cut
state

Component

vectors vectors

vectors

(1,0,.)

(1,0,1) (1,0,0)

£ InnoSoc

ogical Differential Calculus in
Reliability Analysis

Noncoherent systems

d(x) = x1%3Vx,x3

Ip(1>0) 9p(0—>1)
0x3(1->0) 0dx3(0—>1) 1%z

dp(1->0) 0¢(0-1)
0x3(0 > 1)  dx3(1 - 0)

= X1X,

State vectors at State vectors at

Critical state which failure of which repair of

Component

component is critical § component is critical

vectors

I 01900,

for system failure

(1,0,0)

for system failure

(0,1,1)

May 2017
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Critical State Vectors

Coherent systems Noncoherent systems

Level controller (x,)

(,1,0) (1,1,0) (0,1,0)

for system failure

(1,1) 1LL1) (011 (,0,0)(,10)  (1,0,0)(1,1,0)
(1,,0) (1LL0)  (1,0,0) B onw.n oLy
(1,0,) (10,1)  (1,0,0) I 01900, (0,1,1) (1,0,)

for system failure

X5
Level sensor (x;)
— X —@
X3
Vessel Control valve
d(x) = x1(x,Vx3) o
" " " X) = X1 X2VXoX
Critical Critical Critical qb( ) 1 3V 273
Component state path cut State vectors at State vectors at
vectors vectors vectors Critical state which failure of which repair of
Component
- (,0,1) (1,0,1) (0,0,1) vectors component is critical § component is critical
1

* M. Kvassay, E. Zaitseva, and V. Levashenko, “Reliability analysis of noncoherent systems based on logical differential
calculus,” in Risk, reliability and safety : innovating theory and practice - Proceedings of the European Safety and Reliability
Conference, ESREL 2016, 2017, pp. 1367-1374.
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Importance Measures

Coherent systems

d(x) = x1(x,Vx3)

SI = <a¢3(( — ) = TD(x,%3)
= 0.25

B 0p(1 - 0)
Blé { 3(1-0)

Structural
Birnbaum’s importance
importance

0.75 P293 + P3q2 + P2P3
0.25 P143
0.25 P14>2

1} = P192

Component

May 2017
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Noncoherent systems

d(x) = x1x3Vx,x3

dp(1 - 0) dp(1 - 0)
! Loy gr |
o3 = Sy 4315 = 1D <6x3(1 - 0)) b <6x3(0 - 1)
= TD(x;x,) + TD(x;x;) = 0.25+ 0.25 = 0.5

B dp(1 - 0)
- 1} B {m 1}
= q1P2 t P19z

Structural
Component Birnbaum’s importance
importance

d¢p(1 - 0)
! — prd o
BI3—BI3l+B13T—Pr{ax3(1 >

B os
B o ps
EEEE Prdz e

67/95



 InnoSoc

Multiple-Valued Logic
Functions and Multi-
State Systems

0000000000000000000000000000000000



S ® InnoS
Some Motivations Nonstandarc'zrlmo e

Logics
Is it filled?

Binary Logic \

full

partly

Fuzzy Logic

~ empty

MVL Yes EY(Z) It may beYE (1) No = (B)
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Multi-State System

Example of Multi-State System of and with three states of reliability for
two components the system and its every components

Components states
|| perfect working

] working
[ B breakdown

Perfect system working

System working

Ll T
: 1

May 2017 INNOSOC VALENCIA 2017 WORKSHOP 70/95




 InnoSoc

Multi-State System

* n—number of system components
* m—number of system states

e fori=1,2,..., n:
* m,—number of states of component i

* x,— state of component
* 0-component is failed
* m, - 1-component is perfectly functioning
* p,;— probability that the j-th component is in state s

A. Lisnianski, I. Frenkel, and Y. Ding, Multi-state System Reliability Analysis and Optimization for Engineers and Industrial
Managers. London, UK: Springer-Verlag London Ltd., 2010.
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Structure Function

e Structure function defines system topology:

Ax1, X2, ..., Xn) = Hx): {0, ..., m-1}x... {0, ..., m -1} —> {0, ..., m-1}

m,=m, =..=m,=m = homogeneous system
Structure function Logic function
e state of the system at a e function value
fixed time
e state of component j at e value of the j-th variable
the fixed time of the function

U

‘Tools of multiple-valued logic can be used
in reliability analysis of multi-state systems
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Different Interpretation of MUl o0

State Systems Truth table of  The structure function MDD

structure function

X1Xy | PX)
o I 00 0
01 1
— 02 1
10 1
11 2
Truth table of The structure function MDD 12 2
structure function
20 1
X1 X a(X) n ° 21 2
00 0 22 2
01 1
2 iNoN o
10 1 0
11 |1 01 —~
12 2
20 2
21 2 0 1 2
22 2
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Basic Characteristics

Component states probabilities:
pis = Prix; = s}, i€{1,2,..,n},s€{0,1,..,m; — 1}

System state probability:
Pr{¢p(x) = j}, je{01,.., m—1}

System availability/unavailability:

A¥ = Pr{gp(x) = j}

U3 — Prid(x) < ) je{1,2,..,m—1}

Performance utility function:
0 = Xy o;Prig(x) = j3,

oj — utility attached to state j
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Importance Analysis

Influence of:
* given component state on given system state / availability level

* given component on given system state / availability level
e given component state on the whole system
* given component on the whole system

Qualitative Quantitative
Component Structural importance
criticality Birnbaum’s importance

Criticality importance

Minimal cut/

path sets Fussell-Vesely’s importance

M. Kvassay, E. Zaitseva, and V. Levashenko, “Importance analysis of multi-state systems based on tools of logical differential
calculus,” Reliability Engineering & System Safety, vol. 165, no. December 2016, pp. 302—-316, Sep. 2017.
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Logical Differential Calculus

dp(j — h) _ )1 ifep(s;,x) =jand ¢(r;,x) = h

dx;(s » 1) 0 otherwise
Component state
X;
A i Component /
Z; (1)
2
Component Component
: \degradation : improvement
I . .
. Component
: degradation
0 >
oPp(Z(1),2—1) OP(Z(1,),2—1) _ ("(/)(Z(l\,).()HZ)i 0 t
System state ox(2—1) ox(1—0) ox(0—2)
4(x) 0p(Z(1).2—0) _
A ) ox(1—0)
Z°() SP(Z(1).10) R
- ox(1—0) -
. System :
: degradation .
1= — . System
+ System = improvement
0 . : degradation 1 >
L z, 1 t

May 2017
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Direct Partial Logic Derivatives

dp(j - h) {1 ifp(s;,x) =jand p(r;,x) = h

dx;(s >r) |0 otherwise
Integrated Direct Partial Logic Derivatives:

(G N) fl if p(s;, x) = jand (r;, x) < j

Type [: —
dx;(s »r) (0 otherwise
Type II: 99 (™) _ ;1 if p(sy,x) > (17, %)
dx;(s »r) (0 otherwise
Type IlI: 0 (h=) = he;) _ ;1 if p(s;,x) = jand (r;, x) < j
dxi(s - 1) (0 otherwise

M. Kvassay, E. Zaitseva, and V. Levashenko, “Importance analysis of multi-state systems based on tools of logical differential
calculus,” Reliability Engineering & System Safety, vol. 165, no. December 2016, pp. 302—-316, Sep. 2017.
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Relations between DPLDs

Integrated direct Direct Integrated direct Integrated direct Integrated direct Direct

partial logic partial logic partial logic partial logic partial logic partial logic
derivatives of type III derivatives derivatives of type | derivatives of type 11 derivatives of type I derivatives

) b(>2) 29(3-2)

------------- ax(1-0) [ ®asw 2 (150)

op(h—h) & 24(3—1) 293 29(3—1)

x(170) .. ox,(1—0) ox,(1—0) ap(1) ox,(1—0)

e T - a¢(3_,0) m—) a¢(2_’1)

Op(h.,—h.,) : " ox,(1—0) Op(~) < ox,(1—0)

o (1=0) §:oreepet, 2¢(2—1) ox,(1—0) 2$(3—0)

g LN ax,(1-0) 26(2) ox,(1—0)

Oplh—he) &, 29220 a(1=0) \ 29(~0) %2—0)

x(170) ... ox,(1—0) ox,(1—0) ox,(1—0)

.................... 0p(1—0) }_ ag(1>) og(1—0)

ox,(1—0) ox,(1—0) ox,(1—0)

\—\/—/ LY_/ \ J
—— \;Y_/
Critical path/cut vectors Critical path/cut vectors Critical state vectors Critical state vectors for falling
for system availability level for system state regardless of system state  into/improvement of system state
U e
Minimal path/cut vectors Component
for system availability level criticality

M. Kvassay, E. Zaitseva, and V. Levashenko, “Importance analysis of multi-state systems based on tools of logical differential
calculus,” Reliability Engineering & System Safety, vol. 165, no. December 2016, pp. 302—-316, Sep. 2017.
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Example of Structural Importance

¢ (x1, X2, X3)

Service pﬂint 1

Infrastructure ]

Component state

Component state

1

g 5
4 - - 0.25 0.25 2 - - 0.25 0 0.50 0.2500
(%} (7]

M. Kvassay, E. Zaitseva, J. Kostolny, and V. Levashenko, “Importance analysis of multi-state systems based on integrated direct
partial logic derivatives,” in 2015 International Conference on Information and Digital Technologies (IDT), 2015, pp. 183—-195.
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Data Mining



 InnoSoc

Knowledge Discovery Process

Understanding the problem domain
Understanding the data

Preparation of the data

Data mining

Evaluation of the discovered knowledge
Using the discovered knowledge

o Uk wWwnNE

Knowledge discovery is not a linear process.

K. J. Cios and G. W. Moore, “Medical data mining and knowledge discovery: Overview of key issues,” in Medical Data Mining
and Knowledge Discovery, K. J. Cios, Ed. New York, NY: Physica Verlag Heidelberg, 2001, pp. 1-20.
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Understanding the Data

e What data is available?
e Which data will be used?
columns

 Which additional information (attributes)
will be needed?

No.|  Tumor History Heredity  Age
' 1|confirmed high yes younger high
2|confirmed high yes elder high
3|no high yes younger low
create a ta rget : non confirmed medium yes younger low
non confirmed low no younger low
data set 6|non confirmed low no elder high
7|no low no elder low
8|confirmed medium yes younger high
9|confirmed low no younger low
10|non confirmed medium no younger low
11|confirmed medium no elder low
rOws 12|no medium yes elder low
13|no high no younger low
(reco rdS) 14|non confirmed medium yes elder high
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How Much Data?

A

R : Long‘

3 Optimal : calculation

5 ; time

P

w2 PSS SO

— Probl . Not enough

2 1o 'tims . instances

g ‘iVlt' . with respect

Z. :Ealgﬂlﬁ;n to proble?m
y complexity

Number of attributes
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Linguistic Data

e data mining — sophisticated process with inaccurate
data

* linguistic data transforms inaccuracy into vague

* linguistic data is simpler for understanding (models
are smaller and simpler)

: Age Age
Experience (numgrical) (linglfistic)

Nurse Doctor
. . 3 young
. 3 20 young
) ; 25 ‘ adult
5 5 40 adult
4 1 50 adult
5 4 75 old
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Multiple-Valued and Fuzzy Data

MVL y young adult old
2 1
1 -
O >
25 50 years
Numeric Linguistic attribute A+ (Age)
FUZZY R A A-1(young) | A-» (adulf) | A~ (old)
Lo H X1= 8 1.0 0.0 0.0
] X2 =20 0.7 0.3 0.0
youngis 0.7 x3=25 ‘ 0.5 0.5 0.0
05 - X4 =40 0.0 1.0 0.0
' > | X6=75 0.0 0.0 1.0

16 20 50 59  years
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Data Mining

Data Mining
|

| |

Discovery Verification
I J

[ | |

Description Prediction Hypot.he5|s
testing

Clustering Visualization Classification Regression

Neural
Networks

Bayesian
Networks

Support Vector Instance Based

Decision Trees .
Machines
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Decision Trees

low

}

yes low
4 oo oo
high

eoo

l-é'b\
l |

nnoSoc

confirmed @ non confirmed
\I"/

no

eredt) s

younger

v

low

l’

H(B) = I(B; A) + H(B | A)

No{ Tumor A2 Heredity Age Cancer
1|confirmed 85 yes younger high
2|confirmed BO yes elder high
J{no 83 Ves younger low
4[non confirr 70 yes younger low
f{non confirr 63 no younger low
G{non confirr 63 no elder high
7[no 64 no elder low
8|confirmed 72 yes younger high
9{confirmed 69 no younger low

10|non confirr 75 no younger low

11|confirmed 75 no elder low

12|na 72 yes elder low

13|na 81 no younger low

14|non confirr 71 yes elder high

H(B) - describes the uncertainty of attribute B

H(B|A,) - describes the uncertainty of attribute B when the attribute A; is given

'

Age

elder

high

1(B; Ail)
H(B|A;,)

I(B; A;) -isused as to measure the dependence of the attribute B on the attribute A; and vice-versa

May 2017
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Application of Data
Mining in Construction
of Structure Function

0000000000000000000000000000000000
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Laparoscopic Surgery Procedure

System
* 0—non-operational (fatal medical error),
e 1 - partially operational (some imperfection),
» 2 —fully operational (surgery without any complication).

Device (m, = 2):
 0-failure, and
e 1 —functioning.

Work of anesthesiologist (m, = 2):
* 0-non-operational (medical error),
e 1 —fully operational (without any complication).

Work of surgeon and the nurse (m; =m, =3), i.e.:
* 0—(the fatal error),
e 1 —(sufficient), and
e 2 —(perfect or the work without any complication).

V. Levashenko, E. Zaitseva, M. Kvassay, and T. M. Deserno, “Reliability estimation of healthcare systems using Fuzzy Decision
Trees,” in 2016 Federated Conference on Computer Science and Information Systems (FedCSIS), 2016, pp. 331-340.
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Collection of Data in the Repository

No X X X3 Xy #(x)

0 1 0 1 0 1 2 0 1 2 0 1 2
1 0.6 0.4 0.9 0.1 0.1 0.9 0.0 02 0.6 0.2 0.9 0.1 0.0
2 0.7 03 1.0 0.0 0.0 0.9 0.1 01 08 0.1 0.8 0.1 01
3 0.5 0.3 0.9 0.1 0.8 0.2 0.0 0.8 0.1 0.1 0.9 0.1 0.0
4 1.0 0.0 0.1 09 1.0 0.0 0.0 0.1 09 0.0 0.8 02 0.0
5 0.9 0.1 0.0 1.0 0.1 02 0.0 0.1 09 0.0 1.0 0.0 0.0
6 1.0 0.0 0.0 1.0 0.0 0.0 1.0 0.0 1.0 0.0 0.0 1.0 0.0
7 1.0 0.0 0.0 1.0 0.0 0.1 0.9 0.0 03 0.7 0.1 0.8 01
8 0.0 1.0 1.0 0.0 0.0 1.0 0.0 0.0 0.6 0.6 0.1 0.9 0.0
9 0.1 0.9 0.1 09 01 0.1 0.8 1.0 0.0 0.0 0.1 0.8 01
10 03 0.7 09 0.1 0.0 0.0 1.0 0.0 0.5 0.5 0.0 0.1 0.0
11 0.2 0.8 0.0 1.0 0a9 0.1 0.0 0.0 1.0 0.0 1.0 0.0 0.0
12 0.0 1.0 0.0 1.0 01 09 0.0 0.8 02 0.0 0.0 1.0 0.0
13 0.1 0.9 0.2 09 0.1 0.8 0.1 0.0 0.6 04 0.0 0.0 1.0
14 02 0.8 0.0 1.0 0.0 0.1 0.9 1.0 0.0 0.0 0.1 0.8 01
15 0.3 0.7 0.0 1.0 0.0 0.1 0.9 0.1 0.8 0.1 0.0 0.1 0e
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Dataset and Structure Function

FDT

System reliability

Number of input attribute: »

Number of the system components: #

Attribute A; (i=1, ..., n)

System component x; (i =1, ..., n)

Attribute A; values: The j-th system component state:

{A.g{:l ..... %.:Ml} {0, ...,mj_].}
Output attribute B System performance level @g(x)
Values of output attribute B: System performance level values:

{Bo, ... Bas1} 10, ..., M-1}
Decision table Structure function

* V. Levashenko, E. Zaitseva, M. Kvassay, and T. M. Deserno, “Reliability estimation of healthcare systems using Fuzzy Decision
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Construction of Fuzzy Decision Tree

No X1 X3 Xa R L —o-n
0 1 0 1 0 1 2

1 06 04 09 01 01 09 00

2 |07 03 10 00 00 09 01

3 |05 0.5 0.9 0.1 0.8 0.2 0.0

3 10 0.0 01 09 10 0.0 00

5109 0.1 0.0 1.0 0.1 02 0.0 J e

6 1.0 0.0 0.0 1.0 0.0 0.0 1.0 Bed 819 "Bo=0060 |

7 10 0.0 0.0 10 0.0 0.1 09 B1-0.147 {B1=0733 |

8 00 10 10 00 00 10 00 B~0.034 |

9 |01 00 01 09 01 01 08

10 | 03 07 09 01 00 0.0 10

11 | 02 08 0.0 10 09 01 00

12 | 00 10 0.0 10 01 09 00

13 | 01 09 02 09 01 08 01 —— 5250 Ay o

14 0.2 08 0.0 1.0 0.0 0.1 0.9 B=0.137 EB1=0.546 i B=0.885 EB =0.607 !

15 0.3 0.7 0.0 1.0 0.0 0.1 0.9 B =0.107 'By=0.224 ! B =0.035 Br0.248
'By=0. B =0.047 'Bo=0.064 |
EB1=0.531 ' B =0.804 EB1=U.5?4 i
:B3=0.094 : B =0.140 'B=0362 ]

|

By=0.843 ||B=0.376 | |B¢=0.229 | [B;=0035 ||Bs=0.168 |[|B=0030 B=0.096 ||B=0.000 ||[Be=0000
B,=0.136 ||B=0.526 ||B;=0.663 | |B,=0.940 ||B.=0.268 ||B,=0.006 B=0.769 ||B=0.147 |[B.=0326
B,=0.021 ||B0.098 |[By=0.108 | |B,=0025 ||B:=0.564 ||B,=0964 B=0.135 |[B~0.853 ||B=0.674
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Structure Function Generation

No x1 x x x4 #x)
o 1 0 1 o 1 2 o 1 2 o 1 2

T 06 |04 09 01 01 79 50 02 06 02 09 01 00

2 o7 o3 10 00 00 09 01 01 08 01 08 01 01

3 05 o5 09 01 08 02 00 08 01 01 09 01 00

4 10 oo 01 09 10 00 00 01 09 00 08 02 00

5 0o o1 00 10 01 02 00 01 09 00 10 00 0.0 |

6 10 oo 00 10 00 00 10 00 10 00 00 10 00

7 110 oo 00 10 00 01 09 00 03 07 01 08 01 s

8 00 |10 10 00 00 10 00 00 06 06 01 09 00 B0 034

9 o1 |9 01 09 01 01 08 10 00 00 01 08 01

10 |03 |07 09 01 00 00 10 00 05 05 00 01 00

1 02 |os 00 10 09 01 00 00 10 00 10 00 00

L 00 |10 00 1.0 0.1 09 0.0 08 02 0.0 0.0 10 0.0

13 01|09 02 09 01 08 01 00 06 04 00 00 10

B 02 [os 0.0 10 0.0 0.1 09 10 0.0 0.0 01 08 0.1

15 103 Jo7 00 10 00 01 09 01 08 01 00 01 09 Py
5.~0137
5.~0107

B =0.080
B~0.885
B~0.035

B,~0.055 |
B—0.697 |

B~0.843 |[B~0.376
B,=0.136 |[Br=0.526
B,=0.021 |[B=0.008

B5=0.220
B,=0.663
B,=0.108

=0.035
=0940
025

B
B,

B=0.168
B1=0.268
B.=0.564

B=0.030
B1=0.006
B,=0.964

[B=0.0% |[B=0.000 | [Bo=0.000
Br=0.769 |[B=0.147 |[B1=0326
[B=0.135 |[B=0.853 | [B=0.674

Component states

level

System performance Hx)

=] e} e] (o] )

=Rl Rl ]l

-NO|O O

=] =] ]l

- - OO

- = OO
\
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Reliability Analysis

1 0 1 0 1 2 0 1 2 0 1 2

[ S [ S Y T

Svstem component description Component’s states probabilities
Pil Pil Pip
The laparoscopic robotic surgery — 0.98 0.02
machine functioning, x
The anesthesiologist’s work, x2 — 0.94 0.06
The surgeon’s work, x3 0.64 027 0.00
The nurse’s work, xs 047 033 018
a) fatal medical error with probability 0.098,
b) sufficient result (some complications) with
probabilities 0.214 and
c) perfect result 0.688  (without any
complications).
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