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\/ VANETs SENSOR NETWORKS O lnn0§OC

'

* A network of tiny autonomous devices embedded in everyday objects or

sprinkled on the ground, able to communicate using wireless links.

* Vehicular ad hoc networks has been realized by the technology of

dedicated short range communications (DSRC).

* By this DSRC, vehicles can communicate efficiently with other vehicles
moving on either the same road segment or adjacent road segments at an

intersection for the driving safety.

* This DSRC technology has been implemented by the standard of IEEE ()

4/22/2016 10:10 PM 3

802.11p for vehicular networks.




\/ VANETs SENSOR NETWORKS U |nnO§OC

°TEEE 802.11p is an approved amendment to the to

add wireless access in vehicular environments (WAVE), a

. It defines enhancements to 802.11 (the basis of products
marketed as ) required to support (ITS)
applications. This includes data exchange between high-speed vehicles and
between the vehicles and the roadside infrastructure in the licensed ITS band of
5.9 ghz uses channels of 1T0MHz bandwidth (5.85-5.925 ghz). IEEE 1609 is a
higher layer standard based on the IEEE 802.1 1p.

4/22/2016 10:10 PM 4 \/
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https://en.wikipedia.org/wiki/IEEE_802.11
https://en.wikipedia.org/wiki/Standardization
https://en.wikipedia.org/wiki/Vehicular_communication_systems
https://en.wikipedia.org/wiki/Wi-Fi
https://en.wikipedia.org/wiki/Intelligent_Transportation_Systems

) =, STANDARD IEEE 802.11P &> [nnOSoC
02.

11p standard:

. éITowing data exchange between moving vehicles in the 5.9 GHZ bcmd

* Defines physical and medium access control MAC layers of VANETSs;

* The IEEE 1609 working group defined protocol family which developed
higher specification based on 802. 11.p who consists of four documents:

* |EEE 1609.1: describes resource manager specification;

* |EEE 1609.2: defines the format and processing of secure messages;

* [IEEE 1609.3: cover network and transport layer services;

* [EEE 1609.4: specifies improvement to the |IEEE 802.11.p MAC to
support multichannel operation. ®

* |EEE 1609.11: Over-the-Air Data Exchange Protocol for Intelligent
Transportation Systems (ITS) will define the services and secure message

-/

formats necessary to support secure electronic pcv/merQs_./ o/22/201 5940 o1 Vi

J A\



WAVE STANDART

Resource Manager
IEEE 1609.1
UDP/TCP WSMP
IPV6 WME
LILC | IEEE
WAVE MAC MLME
IEEE 802.11p
WAVE PHY PLME
EE 802.11p

WAVE architecture

Security
Services
[EEE
1609.2

o Inno§9c

* The IEEE 1609 protocol
family and IEEE 802.11p
together are called
WAVE STANDART
(Wireless Access in

Vehicular Environments).

* This system architecture is
used for automobile "/
network é‘tﬁ‘i‘h‘ﬁi‘dmcqﬁon)



OVERVIEW OF VANETs —

VANET=Vehicular Ad-hoc NETwork

SIMPORTANT ASPECT:

* high mobility of nodes in vehicular networks
since motor vehicles are moving so fast from each
other on the road.

£+ The high mobility also leads to a dynamic

network topology, while the links between nodes

connect and disconnect very often.

include many participants and extend over the

R (
entire road network. ~

 VANETs differ from WSN, nodes does not suffer /

4/22/2016 10:10 PM 7

for any resource like power and hardware

nodes easily moUnhted i(n.abiomobﬂ'qs. )




91R€H1‘UECTURE OF VEHICULAR AD HOC NETWORKS'

\  » .
N by N Generic domain -
:' T s

Infrastructure
domain
Mobile doD

Architecture standard can be divided
into three domains: the mobile

[Source: Sai Kiran, Thirumala Rao]

Modern vehicles are designed with powerful domain, the infrastructure domad;‘;

communication devices that enable real-time and the generic domain

exchange of driving data with each other \_/

without a third-party server. o ) ni’ InnoSoc
4/22/201610:10 Pm - ZA‘G’I%EB 201(9 8



- 7, & InnoSoc

'

9 COMMUNICATION ARCHITECTURE FOR VANETs

VANETs can be categorized into four types:

* In-vehicle communication;

* Vehicle-to-Vehicle (V2V);
* Vehicle-to-road Infrastructure (V2I);
* Vehicle-to-Broadband cloud (V2B).

R



/ “~" IN-VEHICLE COMMUNICATION e

In-vehicle —/

communication

=]

N ST A%,

= ;5{ Yashboard,
l;; > S

yore!

system can detect a

Ja 4
e |
- i nees

" . % - o

4 : A\\__\ Intelligent traffic

2 "j Radio, { vehicle’s

Web Terminal

Interaction between handheld
devices, storage devices and
vehicle-mounted systems pe rfOI‘mCInce Clnd
® Hands-free Bluetooth
connection

especially driver’s

HackiSaat fatigue and
Phone Controller

M _ST drowsiness, which is
Q" critical for driver
) o

and public sc:fe’ry.\/
lnnosoc 4/22/2016 10:10 PM 10
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Innovative ICT Solutions
for the Soci etal\pr_g}lenges

Advanced Safety Vehicle




automobiles send messages to each

\/ * Comprises a wireless ne’erere
\/INNOVATION CONCEPTS .
VEHICLE-TO-VEHICLE (V2V)

5 COMMUNICATIONS

other with information about what

they’re doing.

* This data would include speed, location,
direction of travel, braking, and loss of
stability vehicle speed, brakes on, anti-
lock braking, lane changes, stability
control, traction control engaged,
windshield wipers on, defroster on,
headlamps on in daytime (raining,

snowing), gear position (a car in

reverse) might be backing out of a |

Source: http:/ /noida.quikr.com m ln nosoc parking stall.

Innovative ICT Solutions ( o
4/22/2016 10:10 PM for the Societal Challenges v \ ) 12


http://www.extremetech.com/wp-content/uploads/2014/02/BMW_3D_Car2Car_CityScenario.jpg
http://www.extremetech.com/wp-content/uploads/2014/02/BMW_3D_Car2Car_CityScenario.jpg

INNOVATION CONCEPTS —
\"/ |C|-E-TO-VEH|C|-E (V2V) Vehicle-to-vehicle:

O
- COMMUNICATIONS * The range is up to 300 meters or
R L SR e e about 10 seconds at highway
speeds.

* Would be a mesh network,
meaning every node (car, smart
traffic signal, etc.) could send,
capture and retransmit signals.

* Five to 10 hops on the network
would gather traffic conditions a

mile ahead.
o

(\ InnoSoc . N7

[Source: http://www.thecarconnection.com] govativg ICT golutions O {7, 25 /2014 10108
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~ OPTICAL V2V COMMUNICATION € InnoSoc
o/

Camera 'receiver LED transmitters {(e.g., brake lights)

Monitoring light intensity variations O
> - in detected LED regions,
Image acquisition LED detection via image Coo F v
and receiving optical signals
by the camera receiver processing techniques
4/22/2016 10:10 PM 14
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EHICKE-TO-ROAD
. INFRASTRUCTURE (V2I) -  InnoSoc

A local or state back
office, private operator, - . AR
or traffic management ! -
center collects and
processes data from
the roads and vehicles

) in-vehicle rod

BT DT T T F TeT ¥ TeTF T WTE T e -

Backhaul (fiber light violation \ .
optics cables) | waming alertsa | . i
connect controllers ] driver who is about _"‘ = . .: ..
to the back office, \ toruna red kght A traffic signal controller s L
ensunng timely transfers information on the ° e s o 0 ® o e 0
data processing signal phase (green, yellow. . IS AP ol
red) and the amount of time ®s oo o s e® e
remaining until the light 5 S o A
changes to the RSU, which ® 9% o o ®se seese
| then broadcasts that data to LA U O Ao
. o 0 o .o ® o .
L . e ® 5 L] .o
L] : . . - : : - ... - -
. . . 3 . . *® o0 ..
I. : . - - A . 5 . A . I - 3 ]
° . . - o L] . - . L] . L . L3 o Ll =
®o00 o ° . . . e® o
o ) - / L . ° . . . . . .
equipment receives == 1 o e o 00 g0 . ° . Lt
data from the RSU - o, - : . . - ° ..0 . . .o :. |
radio and displays o e % 0 0 . e o )
anapp‘;&pgateslon I o T et S R
1o rver e . . . ° . 9
L]
: CRTRRO)
> e o :‘.-..

http:/ /www.networkworld.com

V2| communication enables real-time traffic/weather updates for drivers and /

4/22/2016 10:10 PM

provides environmental sensing and monitoring, )b 5 )

N/ e\
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J VEHIéLE—TO-ROAD INFRASTRUCTURE (V2I) il 1

\
ITS Cooperative s) ( Telematics )

Vehlcle Infrastructure Device

Telematics is a computer
and electronic technology
involved in our cars -- it's
called telematics.

Global Telematics Server
(Probe Information/Analysis/
Processing Technologies)

| a2z
| EE® |

Vehicle Trajectory
Probe Information
Collection

Traffic Information
Recommended
Route Provision

Roadside-to-Vehicle Roadside-to-Roadside &
Communication Communication

(Driving Support (Advanced Traffic T I

Information, etc.) Signal Control)

(. 9
UA/zz/zow 1010PM | 16



VEHICLE-FO-BROADBAND CLOUD S/

* Vehicles may communicate vid

(V2B)'COMMUNICATION , ,
- wireless broadband mechamsm\s/.
such as 3G/4G. As the broadband

MDVR

cloud may include more traffic
information and monitoring data as
well as infotainment, this type of
communication will be useful for active

driver assistance and vehicle tracking

Cellular
Communication

u GPS Tracking é

. Cell Phone

—~ )
GPS — = — . .
Antenna Mrtfrra Service Provider
(Infrastructure)
Caomputer controller
% & buttonsin -.-'ahi:I"O_J

Source 4 ~- N\ Y.
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\/ 9 CHATIFNGFS AND FUUTURE
3 TRENDS OF VANE's

DETERMINED OF:
* SMART SENSORS;
* SMART AND SELF- DRIVE AUTOMATED CARS;
* NEW INFORMATION TECHNOLOGIES:
v loT TECHNOLOGY;
v Mobile cloud computing in vehicular networks.

(,\ InnoSoc
> ®

el
4/22/2016 10:10 IKA
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< SMART SENSORS

Wireless Communications Devices
(DSRC/3G/4G-LTE/WiFi/WiMAX)

Accelerometer/
Gyroscope

Vehicle
Computer

\
Mbbﬁe Devices
(Smartphone/Tablet)

& INNOSoc

Sensor

4

<
Central Unit
(Microprocessor)
/\

4
< L
A 4

Communication
module

!

Queries

4/22/2016 10:10 PM
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A InneSoc INNOVATION SMART OR SELF-
Yoo Lo DRIVING CARS

elf-driving car
generate, receive,
and analyze more
than 1 gigabit of Surround Sensing
ta each seco

Blind
Spot
Detection
Cross

Traffic

) Alert
Emergency Braking

Adaptive : :

Cruise Control Pedestrian Detection ®
Collision Avoidance e Rear

— Collision

Warning

M Long-Range Radar
M LIDAR

© Camera

M Short-/Medium-Range Radar

B Ultrasound/Ultra-Short-Range Radar

surround View

AssisM

automated driving
relies on mul&yodql
systems with input
from a variety of
sensors, including
ultrasound, radar,
LIDAR (LIght
Detection and
Ranging) and
cameras Satellite
communications, as
well as radio
communications with
V2V and V2I, are
necessary for
positioning, @)
localization, highw




y, WIRELESS VEHICLE DETECTION

(l\ InnoSoc

Service Center

WVD (wireless vehicle detection)
sensor is designed for pursuit of high
efficiency and low cost ITS (intelligent
transport system) traffic application
systems.

Based on technology of magnetic
detection and uPower® wireless
sensor network, sensors can be easily
embedded under the road in few
minutes without any wiring, to
acquire dynamic traffic flow
information with no maintenance for
many years.

Applications:

Traffic flow measurement

Speed measurement

Driving direction detection

Red light enforcement

Vehicle counting

Traffic signal optimization
Entrance controlling

Vehicle classification
Traffic information guidance



— loT AND VAHICLE £ InnoSoc

* The Internet of Things (loT) is the network of physical objects - devices, vehicles,
buildings and other items—embedded with electronics, software, sensors, and

network connectivity that enables these objects to collect and exchange data.

* The loT allows objects to be sensed and controlled remotely across existing
network infrastructure, creating opportunities for more direct integration of the
physical world into computer-based systems, and resulting in improved efficiency,

accuracy and economic benefit.

* When loT is built up with sensors and actuators, the technology becomes an

instance of the more general class of cyber-physical systems, which also ~/

4/22/2016 10:10 PM 22

transportation and smart cities [/]. I ) S

encompasses technologies such as smart grids, smart homes, in’relligen’r /
- N\ .. Vi



| loT AND VAHICLE &) '"oSoc
“Iﬁg%e’r of things (loT) connectivity is transforming the relationship between._~

avutomakers and drivers.

* Connected cars are “moving loT sensors’, providing fast amounts data about

performance, maintenance, driver behavior and more.
* The Internet of Things is already transforming automobiles.

* Though automakers have focused much of their attention on connecting cars to
existing voice and data networks, the real payoffs will come as vehicles
become capable of sensing data to each other, and their surroundings and of

communicating with their drivers, each other and the infrastructure around them.

4/22/2016 10:10 PM 23 \/

A e @ )



loT AND VAHICLE &) !hroSoc

A '""f ' 11:11 AM =l ATET LTE e 1:22PM 7 . 83% =) = ""” . TREF Y

CLIMATE ON TURN OFF

Increase loyalty through deeper
insights and closer relationships
with customers;

ACCOUNT

Charging L. : 8 ; .
5 hr 1 min remaining - N N : Continually refine and improve

A — \ PR Y g their vehicles, and build better
VB o R I R AR o BN cars in the future;
v (_,‘ _:g,. 7 ~ 4 > - / e ;™ RN N P 4
:\ 7 \ S

B G £ A T N Wi ¢ * Gain a competitive edge by safely

\ o SN Internet services that customers
Roted Ronge s Y @O, use in other areas of their lives to
SR AN the hours they spend on the road;

SRS — et 6 (AN  cxtending the compelling
' mi ¥ Ch i

3500 Deer Creek Rd . SR AN : 1 3
Palo Alto, CA Sk & ° Deliver new high-value services

such as stolen vehicle tracking,
A T = 3, emergency assistance, remote
i boaua, o R entry, usage-based insurance
(UBI) and many others. \J

Sourse: http://www.psfk.com 4/22/2016 10:10 PM e/
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) InnoSoc. o loT TECHNOLOGY—"

ZAGREB 2\016 =7
h * The latest fleet management solutions take
@ advantage of the IoT to help fleet operators:
n?,;_ ] Comply with environmental and safety
— D o awn cam—] .
T o regulations;
P e * Optimize maintenance and logistics for more
g ssistanca
’ ’ ff. . ° o
o - efficient operations;
7 Warning
,“ Recogniion e * Monitor and optimize routes, maintenance,
| Alert o . .
driver behavior, and vehicle health
Lane Departure
— (including tire pressure) to reduce fuel
Cru ils-t:- C;j:'-_trcul | Consumption;

S~ e=e oo ____ - Monitor driver performance and vehicle

Cars will sense and connect with many things for 360° awareness.

status for better safety;

Lidar Cameras Short/Mediurm
~71 @100 mbps each ~5 (@100 mbps each Range Radar 3 )
S Perform preventative maintenance to ../
=

improve vehicle valuation 2
-
V o, % 4/22/2016 10:1(%/\



http://blogs.intel.com/iot/files/2015/09/ADAS3.png
http://blogs.intel.com/iot/files/2015/09/ADAS3.png

HOW_WILL loT WORK FOR A CONNECTED (i\ InnoSoc

e VEHICLE?

There-are five ways to develop apps for vehicles. -

T.Run apps in the in-vehicle entertainment systems (blackberry QNX CAR, windows
embedded automotive, automotive grade Linux and android).

2.Use a link to a smartphone (airbiquity, opencar, cloudcar, smartdevicelink / applink,

mirrorlink, apple carplay, google open automotive alliance and windows in the car).

3.Remote access to the vehicle through an APl (Automaker Nissan activated a remote
access feature that let owners of its Leaf electric car remotely adjust climate controls and
check battery status via a smartphone app., ford remote API, airbiquity, reverse engineering
of vehicle protocols).

4.Access to data through the on board diagnostics port called OBD-ll (dash labs, mojio,

4/22/6016 110 PM \/

5. New and emerging initiatives (W3C automotive and web platform business groiéJp and

carvoyant, metromile and smartdrive.lo).

openXC). 7N - i y



- & InneSoc

OBILE CLOUD COMPUTING IN VEHICULAR NETWORKY

Mobile cloud computing can support various cloud services for smart road networks, such as

pedestrian protection for the driving safety.
____

S — == \\
N

/ Vehicular Cloud

The Cloud

o ]
) eerwe ]

3. Data Services

l (Location-Based Services,
2. Driving Efficiency Entertainment) —
(Intelligent Navigation,

Road Condition Sharlf‘!h

1. Driving Safety
(Accident Avoidance,
((@ (((ttl‘ Pedestrian Detection)

e
@ 4/22/2016 10:10 PM 27 N

&) |
Source: Kamran Zaidi and Muttukrishnan Rajarajan M _ /
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OBILE CLOUD COMPUTING IN VEHICULAR NETWORKS

VANETs in the

: Private
) Cloud k"e“"“'ar ClouC {Uehicular Cloud.
Conventional Cloud |
g — Traffic
- \ ™ - -
/-(‘ ) N iformation Data Storage Data Storage ]
CVANETCloud. ) >~
—_— S | Weather _r Computing | Computing
) Information Resources Resources
rivate \‘-_:
; ’ﬁ * ‘u"ehmular )
Cloud. - L1 1ol Collecti || Weather Data L
“ . ) § oll Collection Golleation Hotspot
g / ¥,
Vehicular Cloud A/ a _| Infotainment Multimedia -/
‘ Services 1 Pooling
4/22/2016 10:10 PM 28 \/
- u
Source: Kamran Zaidi and Muttukrishnan Rajarajan N e /
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an:E/gLOUD COMPUTING IN VEHICULAR NETWORKS
o’

Car Network |} Intelligent network

+ in car hardware

IP-Cam
Cloud/Network )

Media Storage and software =
: . e - LTE connected car
etwor
Service
; WiFif
|PP:\?Vt'der K — Bluetooth
etwor
|__ Private/Public 'Hi-quality in-car —
| WIFi network Cap-touch
- screens i
Service Provider ) f - ( N
d 3 party | 4N —
:«:plica::ns - \J

4/22/2016 10:10 PM 29
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/ = INTELIGENT TRANSPORT SYSTEMS -
5 * The concept of ITS include a

network of sensor nodes that
share information among
themselves and with servers off

the road.

* The sensors can transmit a
signal to a nearby road sign that
warns of deceleration, change
the direction of movement, etc.,

Which increases driving saféiy.

(u\ INnnoSoc So realize concept “smart roaagz.
N 3

\/ e’
N\ / 4/22/2016 10:10 PM / 30




INTELIGENT TRANSPORT SYSTEMS

TERRESTRIAL
BROADCAST

Intermodal Talfw }}}
MOBILE Communications

@)

Navigation a
ﬁ . — “ A \\_‘\\ g - =

Innovative ICT Solutions
for the Societal Challenges

L,
|

R
Passenge Travel
Information Assistance

——

NS

\\\
\\. \‘\

s

.

—

Adaptive ’ Trip
Cruise Control Planning

® InnoSoc

Innovative ICT Solutions Fleet Management Toll Collection

for the Societal Challenges

o
\ / 4/22/2016 10:10 PM



WIRELESS SENSOR NETWORK ARCHITECTURES FC)‘R/ITS

e’

* Network architecture for ITS applications using WSN technology,

N/

depending on the needs and the cost.

* Information exchange can be performed either through ad-hoc

communication, using infrastructure, or hybrid.

* Distinguish two types of sensors: on-road and on-vehicle sensors.
The combination of sensor types and communication paradigms

gives to various applications. o

m Innosoc 4/22/2016 10:10 PM 32 \/



Y/ “REQUIREMENTS FOR THE SMART ROADS

liability: in WSN based ITS many critical decisions must be token regarding the ./
received information. So, the lost in some data packets can lead to unwanted system
behavior. The harsh environment conditions and the lossy nature of wireless link raise the

probability of lost data which require reliable communication protocol.

Real-time: despite receiving reliable information, real time reception may be also more
or less critical regarding the application. Ensuring delay guarantee in WSN is

challenging and must be dealt by the underlying solution.

Heterogeneity: the coexistence of many WSN based its solutions technologies is

primordial for long life of the system.

Security: wireless communications impose more security issues namely, jamming and-—
criminality attacks, physical compromising of notes, etc. This makes security handling\/

mandatory for any proposed WSN based solution. ‘,,\ InnoSoc
4/22/2016 10:10 PM \/ ) :‘grr](t)::tlsvc_)ecligtgIS((Z)rlngIZEZes/ 33



| &Z SECURITY IN VANETs —

“When data compromised, the whole ATTACHERS:

system suffers; * Insider or outsider
% The nature of VANETs could lead to v Insider- valid user
malicious attacks. v’ Qutsider-intruder, limited attack options
*Predictable movement of nodes; * Malicious or rational
"High mobility of vic’rim/d’r’rqcker; v Malicious —no personal benefit, intends to
& Adversaries (hostile) could break the harm other users;

v' Rational-seeks personal benefits, more
system.

* Data sinkholes (black hole);
* Feed false information;

predictable attack;

* Active or passive
v’ Active: generates packets, participates in

* Sybil attacks; the network

* Flood system. v’ Passive: eavesdrop, track users.

= Security measures must be taken to ‘.,\ InnoSoc
|

avoid malicious attacks on the
system.



ackers can attack car through

JEttﬁleY IN VANETSs

CAN bus, every computer is
connected to system that

o’

[ ] L[] ’ [ ]
o AHAOKED influences vehicle’s parts like horn
¢ AAHACKED | CONTROLS/STEERING

| AIRBAGS and seat belts to steering, breaks

A motivated attacker can realize these threats
by identifying and exploiting attacks via a

number of ‘entry points’.
/AHACKED . . 5
ENTERTAINMENT Examples include wireless interfaces such as

Sy cellular, Bluetooth and keyless entry systems,

¢ N\HACKED . .
BRAKES diagnostic port, sensors and attacks on the

electronic control units themselves.

m lnnosoc 4/22/2016 10:10 PM 35 \/
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-
- SECURITY REQUIREMENTS FOR VANETs

1. Authentication In Vehicular Communication every message must be
authenticated, to make sure for its origin

2. Availability -Vehicular network must be available all the time, for many
applications vehicular networks will require real time, these applications
need faster response from sensor networks or even Ad Hoc Network, a
delay in seconds for some applications will make the message meaningless
and maybe the result will be devastating.

3. Non-repudiation -Non-repudiation will facilitate the ability to identify

the attackers even after the attack happens. ~
4/22/2016 10:10 PM \J
o (J (\ InnoSoc
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— SECURITY REQUIREMENTS FOR VANETs

-

~

4:/Privacy- Keeping the information of the drivers away from unauthorizec
observers, this information like real identity, trip path, speed.

5. Real-time constraints -Vehicles move in high speed, this will require a
real-time response in some situation, or the result will be devastating.

6. Integrity -Integrity for all messages should be protected to prevent
attackers from change them, and message contents to be trusted.

7. Confidentiality -The privacy of each driver must be protected; the
messages should be encrypted to prevent outsiders from gaining the
drivers information.

m Innosoc 4/22/2016 10:10 PM 37 \J
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y "~ SECURITY CONNECTIVITY O ihnéSoc

V2I/Road-side

@/ 80271~ -

\ l
. Private Clnud
——
Smart Center .~ '“ R
=z P VPN|Aggregation ~ _ '5;
VPN Tunnels

[ novative ICT Solutic
‘:;Z:-?Hl-il f’_1||f— jt—*

Highly security communication from car io\_\ylder
network
* Encryption;
* Wide range of VPN technology;
* Security tunnels to OEM, partners, third party
applications providers.
Comprehensive security In —vehicle protection
* Strong firewall
* Intrusion Prevention;
* Antivirus/malware protection
On-demand security connectivity
* V2V, V2|
Easy to deploy and manage >
*Centralized identity &policy management; \/
*Authentication, authorization, accounting

v 4/22/2(\16 10:10 PM 38



“~" SECURITY ARCHITECTURE ™\ InroSoc

Innovative ICT Solutions
for the Societal.Ghallenges

Services (e.qg., toll
payment or
infotainment)

Secure positioning

Secure multihop routing

~
P an ot ™

7 Authenticated

/( message
~
= 100 bytes = 140 bytes
Safety ' Cryptographic
message : material Q
i

: acceleration, direction, Signer’'s public key PK,
________ 1 Ume, safety events}  , , CA's certificate of PK} |

\
o >
: ' : ~ {Position, speed, -: }{‘SiEnErE digital signature, |
| | | . -
' |

Data verification 0 PM
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Jtcﬂr(g,n the firmware sensors and built-street sensors

* For the firmware sensors is also nQt

—_—

e —
B

S ——— m,,‘_ﬂ';z

J

¢ i digitally signed and access to them is
not only authorized, the attacker can
change the firmware or changing the

configuration of sensors.

* An attacker who just wants to cause
problems, for example, can to select
the built-street sensors to
communicate on different radio )
channels of access points, effectively
cutting the wireless*¢shiiéction” —/
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/ . ['YPES OF ATTACKS FOR TRAFFIC LITE & InmoSoc

s 1. Denial of service - stopping normal light \_/
functionality for traffic lite, set all lights to red.
This would cause traffic congestion and
considerable confusion for drivers. This state can
be triggered remotely, but cannot be reset without
physical access to the controller.

2. Traffic congestion - attacks could be made against
the entire traffic infrastructure of a city which
would manipulate the timings of an intersection
relative to its neighbors. The effect would be that
of a poorly managed road network, causing
significant traffic congestion but remaining far less
detectable than overt actions.

: s, Y v S ~’
Y \ vﬂ | 3. Light control an attacker can also control lights
L SEVSSS = 3 for personal gain. Lights could be changed t@J;e/

- Wireless “V‘ehicle Detector green along }he route the attacker is driving away.
o 1\‘:.&__&A SR TN OSSR SE . - e
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tid

S THE AUTOMOTIVE INDUSTRY

'
-’ 2015 2020 2025 2030
Passive Limited Semi- Fully
Autonomous : : : Autonomous Autonomous Autonomous
Driver and Driver intervenes | Driver attention Driverless cars with
parking : : : in critical situations : required with manual no driver backup
assistance : : : : override

systems : : : C2x communication Fully autonomous

: mode shared-

: : : Fully autonomous : commuting

2016 Mercedes S-class :
Audi A2 : : Google
piloted driving driveriess cars
F105 F;Sﬂriﬁ?gsz Renault-Missan
autonomous cars
2016-18 ! 2022
BrW Baidu Mon-premium OEMs
semi-autonomous 2 to adopt the semi’
prototyvpe fully autonomous
: technology
2018
Tesla auto-
pilot mode
4/22/2016 10:10 PM 42
source:

www.strategyand.pwc.com
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B For the conneciehJ
INNOVATION S :

automobile, innovative

| apps and wireless devices

3D Surround View . !

are being made possible

' Rear View Camera mostly thanks to wireless

® Rear Cross Traffic technology innovations like

Wi--Fi, Bluetooth Smart,

near field communications
@ Lane Departure Wamning  (NFC), and GPS.

Combine that with
breakthroughs in batteries

® Blind Spot Detection

@ Intelligent Headlamp Control

- y
Traffic Sign Recognition I

@ Forward Collision Warning equipment to become
@ Intelligent Speed Control smaller and less dependen’r
power supply, and ol

technology is hurdllng /
'nnosoc 4/22/2016 10:10 PM

AN -9 )

® Pedestrian Detection
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— CONCLUSION

- v'Primary challenge in designing vehicular communication is to ™

. provide good delay performance under the constraints of
vehicular speeds, high dynamic topology, and channel
bandwidth;

v’ The cooperation between vehicular clouds and the Internet
clouds in the context of vehicular management applications has
become a critical challenge to researchers.

v’ Avoiding accidents and minimizing resource usage are both

important theoretical research challenges;

'
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